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Aprasymas:

Do you enjoy being surrounded and collaborating with
like-minded and talented people who have a passion to
innovate? TransUnion provides innovative solutions that
help ordinary people and businesses create economic
opportunity and personal empowerment for hundreds of
millions of people in more than 30 countries. So if you
want to join a growing, inspiring and forward thinking
business, come, join your new team here at TransUnion
Lithuania!

What You'll Bring:

e Sound knowledge of network security tooling for
Intrusion prevention systems (IPS), Web
Application Firewalls (WAF), Network Packet
Broker (NPB), Network Detection & Response
(NDR) & Proxy. Strong knowledge in one or more
of these technologies.

¢ Knowledge of information security concepts,
OWASP web application vulnerabilities, risk
identification, assessment and reporting
activities.

e Strong networking knowledge (TCP/IP, BGP, OSPF,
IP addressing, DNS, VLAN's, subnets, analyzing
packet captures etc.). In-depth understanding of
networking protocols, ISO Model (Layer 1 to Layer


https://www.transunion.com/

7) and expert knowledge on network firewall
concepts and configuration.

» Experience deploying, configuring & maintaining
network security tools. Evaluate and install
patches, perform system upgrades and resolves
security issues.

¢ Strong triaging and troubleshooting skills.

e Prior experience working in Tierl/Tier 2 security
operations & support.

e Able to conduct research and support
development of information security policies,
standards, procedures, and/or guidelines.

e Adept at security monitoring, and investigation
activities.

e Strong communication skills.

Desired skills:

e 2+ years of experience in network security
engineering.

e 2+ years of working in a Security Operations
Center (SOC).

e 3+ years of networking experience, including
configuring, analyzing & troubleshooting complex
TCP/IP networks.

e Experience creating support process and
establishing run books highly preferred.

e Experience with cloud technologies like AWS,
Azure, GCP. Experience with cloud automation in
security domain (scripting using PERL, Python,
Ruby or Ansible.)

Impact You'll Make:

¢ Deploy, configure & maintain network security
tooling like Intrusion prevention systems (IPS),
Web Application Firewalls (WAF), Network Packet
Broker (NPB), Network Detection & Response
(NDR) & Proxy.

e Support investigation of security incidents.
Support business continuity risk management and
disaster recovery planning activities.

e Resolve Tierl/Tier 2support tickets for network
security globally. Meet necessary SLA’s for
resolution of issues. Escalate Tier 3 level issues to
engineering lead to seek assistance and advice
on issues and drive resolution. Work with security
solution vendors as required.

e Support activities pertaining to migration of
security tools to cloud (design reviews,



automation, operations process etc.)

e Contribute to agile project planning & delivery.

e In the first 90 days - Ramp up to project specifics.
Focus on 1 or 2 security tool based on immediate
needs and support associated new deployments
either on premise or cloud. Support existing
deployments to respond to break/fix, apply
security patches & respond to security incidents.

e Beyond 90 days - Effectively perform new
network security deployments independently
across TU regions with support from local
resources. Participate/contribute in Tier 3 support
activities and BAU as needed.

As a Network Security Engineer here, you will be a part
of our Network Security team to provide support for
engineering and operations of security tooling which is
key to meeting and providing the robust security for
TransUnion web based applications & assets. You will
have opportunity contribute to our cloud technology
modernization effort by working on & supporting SaaS &
AWS based security tools.

What you'll get in return:

e Experienced and highly motivated team

¢ Big focus on project delivery quality

¢ Health insurance package

e Business/Individual performance-based annual
bonuses

¢ Financial rewards for Azure/AWS certifications

e Well defined career growth path using a matrix of
skills needed to move on to the next level

¢ Dedicated training budget for professional
improvement

e Linux Academy, Ministry of Testing, LinkedIn
learning zone memberships

e Modern 2500 square meter office in Zalgiris arena
with free parking

e Free of charge entry to Zalgiris LKL and
Euroleague basketball games in VIP Zalgiris box

e Regular team events such as team buildings,
summer/winter parties, sports & retreats

e Opportunity to participate in TransUnion Share
purchase plan

e Flexible working and work-life balance

e Salary range from 2900 to 3500 EUR/month
gross.

About TransUnion:



TransUnion is a global information and insights
company which provides solutions that help create
economic opportunity, great experiences and personal
empowerment for hundreds of millions of people in
more than 30 countries. We call this Information for
Good®.

TransUnion is a leading credit reference agency and we
offer specialist services in fraud, identity and risk
management, automated decisioning and
demographics. We support organisations across a wide
variety of sectors including finance, retail,
telecommunications, utilities, gaming, government and
insurance.

Find out more about our office life:
https://www.facebook.com/TransUnionLithuania/
https://www.instagram.com/transunion.lithuania/

https://www.linkedin.com/showcase/transunion-lithuania
/
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